GRINNELL COLLEGE CREDIT CARD PROCESSING AND SECURITY POLICY

PURPOSE

The Payment Card Industry Data Security Standard was established by the credit card industry in
response to an increase in identify theft and credit card fraud. PCItDSS is a set of requirements
designed to ensure that all companies that process, store or transmit credit card information
maintain a secure environment. As a merchant who handles credit card data Grinnell College is
responsible for safeguarding credit card information and adhering to the standards established
by the PCITDSS. This includes establishing policy and setting up controls with regard to handling
credit card data, computer and internet security related to credit card processing and annually
completing a selfrassessment questionnaire.

The purpose of this policy is to define requirements for accepting and processing payment cards
in the course of College business that will protect customer’s credit card data, uphold the
College’s reputation and minimize risk of financial costs associated with a breach of credit card
information. Grinnell College requires that all departments that process, store or transmit credit
card data remain in compliance the Payment Card Industry Data Security Standards at all times.



Merchant Account
An account established for a unit by a bank to credit sale amounts and debit processing fees.
Payment Card Industry (PCI)

A group formed by the credit card industry (Visa, MasterCard, Discover and American Express) to
establish Data Security Standards (DSS) for the industry. https://www.pcisecuritystandards.org/

Self-Assessment Questionnaire

The SAQ is a validation tool that is primarily used by merchants to demonstrate PCl DSS
compliance.

POLICY

1) | (75 is responsible for building and maintaining a secure

network, including installing and maintaining a firewall configuration to protect data and assuring
vendornsupplied passwords are changed prior to installing a system on the network. Information
Technology Services will ensure that all router, switches, wireless access points and firewall
configurations are properly secured.

2) Departments are prohibited from any electronic storage of cardholder data. All paper storage
should contain only account numbers masked to display the last 4 digits of the account. Never
store card validation code, expiration dates, PIN’s, or full data from a card’s magnetic stripe.
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has been written for processing must be shredded immediately after the transaction has been
authorized by the credit card company. If it is necessary to hold this paperwork for a short period
as it is processed it must be stored in a locked drawer in a



POLICY REVIEW

This security policy will be reviewed annually or as deemed necessary by the Treasurer’s Office, given
a specific event or change in the College’s environment.
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GRINNELL COLLEGE
CONFIDENTIALITY / NON-DISCLOSURE STATEMENT — CREDIT CARDS

As a Grinnell College staff member, | acknowledge that in the course of my employment | may have
access to personal, proprietary, transactionnspecific, and/or otherwise confidential data concerning
faculty, staff, students, alumni and/or other persons through the processing of credit card
transactions. As an individual with responsibility for transmitting, processing, and/or storing credit
card data, | may have direct access to sensitive and confidential information in paper or electronic
format. To protect the personal and proprietary data of those to whom Grinnell College provides
service, along with protecting the integrity and the security of the systems and processes and to
preserve and maximize the effectiveness of College resources, | agree to the following:

x 1 will maintain password confidentially by not disclosing passwords to others.

x 1 will utilize credit card data for College business purposes only.

X | have been provided a copy of Grinnell College’s Payment Data Card Security Standard Policy
regarding the proper processing, storing, protection and disposal of such confidential data. |
will ensure that any such data is stored securely during the time the data is being processed
and when the data is no longer needed for processing it is shredded or otherwise disposed of

as per approved College policy and is.

X | have read, understand, and agree to abide by the PCI DSS Policy. Any violations to this Policy
could result in disciplinary action.

Name (print) Signature Date

Department Supervisor Date
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